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Abstract
Yuno places paramount importance on security and privacy, recognizing the critical 

role they play in maintaining trust with our customers and ensuring the integrity of 

our operations. This whitepaper outlines Yuno’s comprehensive Security and Privacy 

Program, highlighting our commitment to implementing robust security measures, 

adhering to industry best practices, and safeguarding the confidentiality, integrity, 

and availability of data.

Introduction

In today’s interconnected digital landscape, ensuring the security and privacy of 

sensitive information is imperative. Yuno is dedicated to upholding the highest 

standards of security and privacy across all aspects of our operations. This 

whitepaper provides an overview of Yuno’s Security and Privacy Program, detailing the 

measures and best practices we employ to protect data and mitigate security risks.
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Security Measures and Best 
Practices
Yuno employs a multi-faceted approach to security, encompassing various measures 
and best practices:

Physical Security

Yuno’s infrastructure, hosted on AWS data centers, benefits from the robust 
physical security measures implemented by AWS. These measures include 
stringent access controls, surveillance systems, and environmental controls 
to mitigate physical threats to our infrastructure.

Data Protection

Yuno implements robust data protection measures to safeguard sensitive 
information. We ensure secure data transmission using TLS v1.2 encryption, 
mitigating vulnerabilities associated with weaker TLS versions. Data stored 
within our infrastructure is encrypted using the Advanced Encryption 
Standard (AES) with 256-bit keys, ensuring confidentiality and protection 
against unauthorized access. Additionally, we utilize SHA-512 hashing to 
generate irreversible and unique hashes, enhancing data integrity. Services 
like Auth0 are utilized to protect dashboard user passwords, adding an extra 
layer of security to user authentication processes. Yuno strictly limits the 
collection, processing, and retention of personal data to minimize privacy risks 
and mitigate the impact of data breaches or unauthorized access.

Product Security

Security is a top priority in Yuno’s product development lifecycle. We follow 
secure build and release processes informed by industry standards such as 
OWASP. New features undergo rigorous security assessments supported by 
dedicated Quality Assurance (QA) analyses before deployment. Privacy 
principles are embedded into system design and default seings to ensure 
privacy considerations are integrated into every aspect of our products. Yuno
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engages with external firms for penetration testing and actively participates in 
bug bounty programs like HackerOne to identify and address potential 
vulnerabilities. Comprehensive logging and auditing mechanisms, 
complemented by Web Application Firewall technologies, are implemented to 
detect and mitigate threats eectively. Regular security and privacy 
awareness training empower our employees to play an active role in 
safeguarding our systems and data. Up-to-date security policies and an 
incident response plan ensure swift detection and response to security 
incidents, minimizing potential impacts on our operations and customers.

Conclusion

Yuno remains commied to security and privacy, continuously adapting and 

improving to address emerging challenges and protect against evolving threats. By 

implementing robust security measures, adhering to industry best practices, and 

prioritizing the privacy and security of our customers' data, Yuno reairms its position 

as a trusted leader in the payments infrastructure industry. Our dedication to security 

and the implementation of best practices ensure that Yuno is well-equipped to meet 

the evolving security needs of our customers and maintain their trust in our services. 

We remain commied to advancing security initiatives, staying abreast of emerging 

threats, and continuously enhancing our security posture to ensure the highest level 

of protection for our customers' data.

For more detailed information on Yuno’s security practices, certifications, and 

policies, please visit the Trust Security Center at hps://security.y.uno.
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